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Abstract

The ability to provide peer to peer connectivity, fast switching speed, simplicity and
cost effectiveness make Ethernet desirable for LTE and future telecommunication
carrier networks. With carrier grade switchover capability of Ethernet Ring Pro-
tection Switching (ERPS) Ethernet technology is posing as a viable solution in car-
rier networks. Network operators are replacing SONET /SDH (Synchronous Optical
Network /Synchronous Digital Hierarchy) by Ethernet to achieve a more bandwidth
efficient and easier-to-maintain network. In this research, work has been done on
two areas to improve Ethernet as a carrier transmission technology. Firstly, adap-
tive modulation (AM) is an evolution in technology which may effectively double the
capacity of microwave links in favorable weather condition. Carrier network trans-
mission technologies should be optimized to be able to efficiently respond to channel
capacity changes to harness the capability of AM and to address the high bandwidth
requirement of next generation networks. To achieve this, an improvement of the
ERPS protocol to add channel bandwidth adaptability to Carrier Ethernet has been
proposed. Secondly, a single Ethernet network, required for peer to peer connec-
tivity in LTE, poses a severe scalability limitation on access transmission network.
This thesis proposes Floodless Carrier-grade Scalable Ethernet Architecture (FC-
SEA) to meet protection switching and scalability requirements of Ethernet in car-
rier networks. The proposed scheme improves ERPS protocol to support adaptive
modulation in ERPS protected microwave access network for improved throughput,
reliability and energy efficiency. It uses a priority based cache retention principle,
exploits protocol signaling procedure of cellular network standards and intercepts
dynamic configuration (DHCP) messages to ensure an entirely floodless environ-
ment for end hosts in a single Ethernet network. We present a mathematical model
to verify the effectiveness of our proposed modification. Comparison of simulation

result with the developed mathematical model is provided. Simulation results and

XV



mathematical analysis show that the proposed enhancement achieves significantly
higher throughput compared to existing ITU-T G.8032 protocol in varying channel
conditions. Simulation results and analysis with real data is presented to verify
effectiveness of FCSEA and to show its suitability over recent SDN based solutions
for scalability.
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Chapter 1

Introduction

Ethernet is the most widely used and dominant technology for Local Area Network
(LAN). The fast switching speed, economy of scale, simplicity and flexibility [1] of
Ethernet make it also desirable in other networks areas such as carrier networks.
For instance, Ethernet switching is preferred to routing for high performance of
LTE X2-interface [2], [3]. Recently added features such as QoS, scalability and
OAM (operation, administration and management) through standardizations such
as IEEE 802.1Qay, IEEE802.1Q, IEEE802.1ad IEEE 802.1ag has transformed Eth-
ernet into a carrier-grade technology [4]. With the subsequent development of ITU-T
(G.8032 recommendation which adds sub-50ms failure recovery capability to Ether-
net reusing generic standardized functions [5], Ethernet has finally become a viable
replacement for its rival technologies such as SONET/SDH (Synchronous Optical
Network/Synchronous Digital Hierarchy) for carrier network transmission. How-
ever, a simple Ethernet network is not scalable to serve a large number of nodes as
required in telecommunication carrier networks. This is because of broadcast traffic
caused by protocols like ARP and DHCP running in an Ethernet network for service

and resource discovery.

Figure 1.1: Simplicity of Ethernet configuration



Currently, traffic protection technologies in carrier Ethernet networks such as
Ethernet Ring Protection Switching (ERPS), employ VLANs to keep broadcast
within acceptable limit. While this approach requires complex VLAN planning and
configuration for every switch, it serves the purpose as a replacement of point to
point TDM technologies (e.g. SDH). But, in next generation networks, such as LTE,
where nodes require connectivity with their peers, VLAN based segmentation will
prohibit nodes under one VLAN to communicate with their neighbors in a different
VLAN.

As cellular technology advances beyond 4G, deployment of access network nodes
will be denser and more links with higher capacity will be required to connect these
nodes. Ease of installation and high capacity of microwave links make them an
excellent choice to support this growth. Adaptive Modulation (AM) is an emerging
technology in access network to address high capacity requirement of mobile evo-
lution by ensuring reliable transmission during unfavorable channel condition while
providing high capacity when channel condition permits. AM has not been consid-
ered in the design of ERPS [6]-[9]. As adaptive modulation can cause link capacity
to vary by more than 100% depending on channel conditions by changing modula-
tion scheme [10], it needs special consideration to be supported in ERPS to ensure
optimum throughput. To address the issue of scalability in Ethernet, Floodless Car-
rier Grade Scalable Ethernet Architecture (FCSEA) has been proposed in this work.
FCSEA can operate in carrier networks to replace complex VLAN based scalabil-
ity solutions while providing unrestricted peer to peer connectivity. No academic
research work has been done to support AM in ERPS although a few proprietary
implementations of solution for bandwidth degradation due to AM for ERPS have
been reported [6], [11]. These proprietary implementations need special proprietary
subsystem for rerouting traffic instances and lack energy efficient instance rerouting
capability. Moreover, no previous work has been done on performance analysis of

ring topology under link degradation condition of AM to the best of our knowledge.

1.1 Motivation

Transmission technologies used in telecommunication carrier networks are required

to evolve to be more intelligent, efficient and scalable to meet the requirement of



next generation mobile wireless network standards.

1.1.1 Channel Adaptability

Transmission networks often deploy microwave (MW) links as a transmission medium.
A recent advancement in MW technology is adaptive modulation (AM). When AM
is enabled in a microwave link, the link capacity may vary depending on weather
condition. In unfavorable weather condition, AM will decrease the MW channel
capacity. This will result in packet loss of traffic passing through the affected link.
In order to make transmission networks more intelligent and efficient, we introduce
the concept of channel adaptability in transmission network. Channel adaptability
will enable transmission networks to respond more intelligently to channel capacity
changes by rerouting traffic through alternative path instead of causing packet loss.

Transmission networks often deploy microwave (MW) links as a transmission
medium. A recent advancement in MW technology is adaptive modulation (AM).
When AM is enabled in a microwave link, the link capacity may vary depending
on weather condition. In unfavorable weather condition, AM will decrease the MW
channel capacity. This will result in packet loss of traffic passing through the af-
fected link. In order to make transmission networks more intelligent and efficient,
we introduce the concept of channel adaptability in transmission network. Chan-
nel adaptability will enable transmission networks to respond more intelligently to
channel capacity changes by rerouting traffic through alternative path instead of

causing packet loss.

1.1.2 Scalable Ethernet Architecture for Carrier Networks

Ethernet’s fast switching speed, simplicity and cost-effectiveness makes it a viable
technology for future carrier transmission network. However, a single Ethernet net-
work is not scalable to a large number of nodes. This is mainly due to broad-
cast caused in a layer-2 Ethernet domain by underpinning protocols (such as ARP,
DHCP). To avoid the limitation of single Ethernet domain, Virtual LAN (VLAN)
is deployed in large Ethernet networks. The introduction of VLAN isolates network
nodes in groups which can’t communicate with each other within the layer-2 net-

work boundaries. This is not desirable for wireless network standards such as LTE



where peer-to-peer connectivity is required (i.e. X2-interface). Moreover, VLANs
introduce complexity in the network by requiring planning, deployment and mainte-
nance of a large number of VLANs. Our proposed scalability solution will improve
scalability of Ethernet by suppressing broadcast traffic. Thus the fast switching
speed of Ethernet can be harnessed to achieve optimum peer-to-peer connectivity

and the extreme complexity of VLANs can be avoided.

1.2 Objectives and Scope of the Thesis

The objective of this thesis is to develop a flexible and scalable protocol for telecom-
munication carrier networks while being compatible with existing Ethernet technol-
ogy. Compatibility with existing Ethernet technology allows harnessing the sim-
plicity, cost-effectiveness and economies-of-scale of Ethernet while enabling phased
implementation. Flexibility is achieved by improvement of Ethernet Ring Protec-
tion Switching (ERPS) protocol to provision support for Adaptive Modulation (AM)
(channel adaptability) into Ethernet. In order to achieve high scalability, a proxy
mechanism equipped with proactive learning is proposed. The specific objectives of

this thesis are-

1. To develop a new algorithm for provisioning channel adaptability into Ethernet
by improving Ethernet Ring Protection Switching (ERPS) protocol (ITU-T
G.8032).

2. To develop a simulation model for the existing ITU-T G.8032 protocol and

the proposed new protocol.

3. To improve scalability of Ethernet as required by telecommunication carrier

networks.

1.3 Thesis Contributions

In this dissertation we propose an enhancement to ITU-T G.8032 protocol and a
multiple instance ERPS ring design principle enabling efficient selection of ERPS
instances to switch from an affected link to ensure overall optimal capacity utiliza-

tion. In order to achieve high scalability, this work uses and evolves EtherProxy



[12], a device for large enterprise networks that uses caching to suppress broadcast

traffic for high scalability. The distinct contributions of this research are as below,

1. Channel Adaptability

e Improvement of ERPS protocol for instance rerouting based on channel

condition.
e Energy efficient instance rerouting.

e Throughput analysis of a ring network under link bandwidth degradation
due to AM changes.

2. Scalable Ethernet Architecture for Carrier Networks

e A proactive learning policy to prevent initial flooding of entire network.
e A prioritized cache retention mechanism.
e Carrier grade protection switching support.

e Simulation and analysis of EtherProxy, SDN based ARP proxy and cur-
rent work to evaluate broadcast suppression capability and query response

time.

1.4 Organization of Thesis

The remainder of this thesis paper is organized as follows. In Chapter 2, an overview
of carrier transmission network technologies are discussed. Protocol signaling proce-
dure in cellular network is also introduced here because this is important to under-
stand how cellular network operations will interact with transport network. Cellular
access network architecture and advanced wireless network technologies in use are
also discussed in this chapter. Finally, this chapter ends with discussion of limita-
tions of each of the transmission technologies discussed beforehand and literature
review. In Chapter 3, optimization of Ethernet Ring Protection Switching (ERPS)
protocol to achieve channel adaptability in carrier networks by adding support for
adaptive modulation (AM) is presented with simulation results and mathematical
analysis. Chapter 4 discusses the design of scalability solution using proxy mecha-
nism and evaluation. This dissertation is concluded with future research direction

in Chapter 5.



Chapter 2

An Overview of Carrier Network Transmission

2.1 Introduction

Transmission technologies in carrier networks have evolved to meet the requirement
of radio technologies starting from 2G to LTE and LTE-Advanced. Carrier network
transmission technologies can be classified in two types in terms of the multiplexing

technique they use.

e Packet switching networks

e Circuit switching networks

Presently packet switched multiplexing technologies are replacing circuit switched
networks in telecommunication carriers to support the ever increasing need for more
efficient, flexible and cost effective solutions. Underlying physical infrastructure
also plays a vital role on how the protocols must perform to meet the performance
requirements. For example, while providing abundant capacity, fiber optic links
are susceptible to physical damage leading to network outage if the network is not
properly designed. Microwave links on the other hand have an inherent capacity
limitation due to spectrum issues while enjoying high reliability against physical
failure. Cellular transmission network technologies can use different types of under-

lying physical media including but not limited to,

e Optical fiber
e Microwave radio

e Copper wire

In this chapter different transmission technologies that are or have been used in

transmission networks of telecommunication carriers has been explored.



2.2 Packet Switching

Packet switching is a transmission technology where traffic is composed of fixed or
configurable sized chunks called packets. Each packet has a header that identifies the
traffic where the packet belongs. Packet switched networks achieve higher channel

utilization by sharing the same physical media for different services.

2.2.1 Advantages of Packet Switching

Packet switching is replacing circuit switched networks due to its advantages of ro-
bustness, efficiency and cost effectiveness. Advantages of packet switching networks

include-

1. Increased channel capacity: different services can share a common physical link
in a packet switched network as resources are not required to be dedicated for
a particular service. This results in increased efficiency of packet switched

networks and as a result larger capacity can be accommodated [13].

2. Cost effectiveness: The high efficiency and mass-production of packet switched
technologies have resulted in packet switched network technologies becoming

more cost effective than their rival technologies.

3. Robustness: Packet switched networks can be made resilient against network
failures by protection switching mechanisms being innovated for these net-
works. Flexibility of packet switching technology makes it inherently easier to

build robust networks.

Presently two types of packet switching technologies are dominant in carrier

networks-
e Carrier Ethernet

e Multi-protocol Label Switching (MPLS)

2.2.2 Carrier Ethernet

Ethernet has a long track record of re-inventing itself to adapt to new industry

demand. Starting from copper wire networks of 10Mbps capacity Ethernet network



capacity have increased tenfold with every new capacity upgrade. From copper
wires Ethernet networks have evolved into optical and wireless networks. Ethernet

standards with different capacity are [14]-

e 10 Base-T Ethernet (10 Mbps)

Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gbps)

10 Gigabit Ethernet (10 Gbps)

40 Gigabit Ethernet (40 Gbps)
e 100 Gigabit Ethernet (100 Gbps)

Carrier Ethernet is the result of Ethernet re-inventing itself for telecommunica-
tion carrier networks. It has been possible by development of several standards such
as [EEE 802.1ad [15], IEEE 802.1ah [16], IEEE 802.1ag [17], ITU-T G.8032 [9] etc.
to enhance the reliability, scalability and manageability of Ethernet technology to
meet the requirement of carriers. Clock signaling protocols such as [TU-T G.8262
[18] and IEEE 1588 [19] have come forward to meet the timing requirement of carrier

nodes.

2.2.3 Ethernet Ring Protection Switching (ERPS)

In order to ensure ability of a network to heal itself from a link failure, links are
arranged in a ring topology. Ring topology has the advantage of being able to
maintain connectivity between all the nodes in the ring despite failure of any single
link. In absence of any link failure a ring topology forms a loop which must not be
allowed for effective transmission.

Ethernet Ring Protection Switching (ERPS) is a ring protection technology de-
veloped by ITU-T under G.8032 recommendation to provide SONET /SDH-like sub-
50ms carrier grade protection switching in Ethernet networks. The objective of
ERPS is to ensure a loop free topology in idle state and to maintain a connected
topology in link failure. This is achieved by forming a logical topology with one link
blocked per physical ring. In idle state a link is blocked to prevent loop. This link is



(a) Idle state (b) Failure state

Figure 2.1: Ethrenet Ring Protection Switching (ERPS) protocol operation

called ring protection link (RPL). In protection state, on detection of a link failure,
failed link is blocked and RPL is unblocked. This ensures a connected topology

despite link failure.

2.2.3.1 Architecture

A network protected by ERPS is viewed as a collection of main rings and sub-rings.
Every main ring and sub-ring is created by nodes connected by links. A main ring
is responsible for ensuring protection of each of its links. A sub-ring, on the other
hand, is not responsible for ensuring protection of the common link that it shares
with the main ring. Nodes that interconnect main rings with sub-rings are called
interconnection nodes. Each node except interconnection nodes has two ring ports.
In addition to two ring ports interconnection nodes have ports for connecting sub-
rings. A ring is a physical loop of nodes where first port of first node is linked to
last port of last node to close the loop. A sub-ring is a single link or a chain of links
whose links at both ends connect to interconnection nodes of a main ring. Every
main ring and sub-ring has a special link called ring protection link (RPL). The
RPL is the ERPS mechanism to prevent formation of loop in the network. Thus
an ERPS network is logically seen as a hierarchical arrangement of main rings and

sub-rings with every main ring and sub-ring having an RPL.
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2.2.3.2 Protection switching operation

The operation of ERPS is illustrated in Figure 2.1. In idle state every link is
unblocked except ring protection link (RPL). Every ring port continuously monitors
the link it is connected to by using continuity check messages (CCM). When a link
failure occurs, the node detecting the failure at one of its ring ports blocks the port
and transmits R-APS message on both ring ports. This message informs other ring
nodes of the link failure and nodes adjacent to RPL unblocks the blocked ports.
Every node including RPL adjacent nodes flush their filtering database (FDB) to

re-configure the network for the new logical topology.

2.2.3.3 Ring configuration

Every ring node is configured with a unique node ID. R-APS messages use ring
ID as the MAC address. Every ERPS instance has an R-APS channel uniquely
identifiable by its VLAN ID (VID), ring ID pair. Thus instances can be made
unique by assigning unique VIDs or ring IDs or both. VIDs can be re-used for
instances having no common nodes. That is, every physical ring must have different
VIDs for different instance on that physical ring but these instances may use same

ring ID.

2.2.3.4 Multiple ERPS instances

ERPS operation is performed by ERPS control process and it is possible to create
multiple ERPS control processes on a single node each configured with a unique set
of service VLANs. Thus multiple logical instances are created on the same physical
ring or sub-ring. Consequently, each ERPS instance operates independently and
has its own RPL. Each ERPS instance uses a different VID for transmitting R-APS

messages.

2.2.3.5 ERPS Version 1 (ITU-T G.8032v1)

Version 1 of ITU-T G.8032/Y.1344 was approved on June 22, 2008 by I'TU-T Study
Group 15. Tt defines the automatic protection switching (APS) protocol and pro-
tection switching procedure for Ethernet ring topologies at ETH layer. G.8032v1

includes details related to Ethernet ring protection characteristics, architectures and
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the ring APS protocol.
Fundamentals of Ethernet ring protection switching architecture established by

ERPS version 1 are-
1. loop avoidance principle

2. use of learning, forwarding and address table procedures defined in the Ether-

net flow forwarding function (ETH_FF)
This version of ERPS defines following characteristics of ring protection-
1. Methods and conditions of link monitoring
2. Consideration for Ethernet traffic and bandwidth
3. Performance of protection switching

Supported commands/conditions in this version are-

A) Signal Failure (SF)

Signal failure detection on a link results in initiation of protection switching.

B) Wait to restore (WTR)

WTR timer is used to initiate blocking of RPL after SF has cleared. This timer
causes delay in RPL blocking to avoid any intermittent failure to cause frequent
switching.

C) No request (NR)

No request is transmitted when there is no outstanding failure (i.e. all failure
has been recovered).

Following commands are mentioned but not implemented in the version-

Lockout of protection

Force switch

Manual switch

Replace the RPL
e Exercise signal

Do not revert
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Following topics are discussed in ITU-T G.8032v1 to define ring protection

architecture-

e Non-revertive and revertive switching mechanism

e Triggering protection switching

e Conditions for signal failure declaration

e Protection switching models

e Blocking of traffic channel

e Blocking of R-APS (Ring-Automatic Protection Switching) channel

e Flushing filtering database (FDB)

Protection control protocol

Ring protection is based on loop avoidance. It works on the basis at least one
port being blocked in a ring.

The protection control protocol allows unblocking of a port in a ring once it is
blocked, only if at least one other port is blocked in the ring. The protection control

protocol includes-
e Operating principles
e Protection switching behavior
e R-APS message format
This version (G.8032v1) doesn’t include recommendation for—
e Blocking of traffic by both ends of RPL

e Detail of multi-ring/ladder network topology

2.2.3.6 ERPS Version 2 (ITU-T G.8032v2)

Multi-ring/ladder topology is studied in this edition.

New concepts in v2:

e ERP instance
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Interconnection node

e Major ring
e R-APS virtual channel

e RPL owner node

RPL neighbor node

Sub-ring link
e Wait to block timer (WTB)

2.2.3.7 ERPS Version 3 (ITU-T G.8032v3)

End-to-end service resilience is defined in G.8032v3. Here it is specified that on the
active/protection path two and only two additional Ethernet ring nodes should be
included that are aware of IUT-T G.8031 linear protection mechanism. It introduces

the concept of access sub-ring.

2.2.4 Multi Protocol Label Switching (MPLS)

Multi-protocol Label Switching (MPLS) is a connection-oriented [20] transmission
technology where routing is performed based on predefined label switched paths
(LSP) and ingress/egress labels on each packet. The label switched path is a set of
configuration on the routers along the path that packets travel. It defines the path
that a packet belonging to the LSP will take. Label switched paths (LSP) can be
configured manually or can be set up by dynamically by protocols such LDP (label
distribution protocol). MPLS can encapsulate packets of various protocols such as

Ethernet, E1/T1, ATM etc.

2.2.4.1 Router Hierarchy

In MPLS packets are prefixed with an MPLS header which contains one or more

labels. In an MPLS network routers are distinguished by a hierarchical classification-

1. Label switching router (LSR)

These are the routers in the middle of the MPLS network. LSRs forward
packets entirely based on the MPLS labels and don’t look into the IP header.
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2. Label edge router (LER)

These routers are located at the edge of MPLS network and label incoming IP
packets unless PHP (penultimate hop popping) is used.

3. Provider (P) and Provider Edge (PE) router

In MPLS VPN networks Provider Edge (PE) routers are the ingress/egress
routers whereas Provider (P) routers are the core routers that only forward

based on labels.

2.2.4.2 Label distribution and routing

A) Label Distribution Protocol (LDP)
Label Distribution Protocol (LDP) distributes MPLS labels in LSRs and LERs.
B) Label-switched paths
Label switched paths (LSP) specify the path for MPLS traffic.
C) Routing
LERs and LSRs route packets in an MPLS network. When a packet arrives —

e The LERs pushes/pops a label and forwards the MPLS packet
e The LSRs forward the MPLS packet based on the top label

e Multiple labels are used in MPLS Virtual Private Network (VPN)

2.2.5 Protection technologies in MPLS

Protection can be in local or global domain in MPLS.

A) Fast Reroute (FRR)

This ensures fast protection of nodes or links [21] by means of locally configured
backup tunnels. FRR is a type of protection where backup LSP is pre-calculated
[22]. Figure 2.2 the blue tunnel through routers 3, 5 and 4 is configured as the
backup tunnel for the vulnerable link between routers 3 and 4. Enough capacity
must be provisioned in the backup tunnel to ensure the protection.

B) Label Switched Path (LSP) Protection Switching

LSP protection switching provides end to end protection for a primary tunnel

by means of a backup tunnel in the secondary path.
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2.2.6 Underpinning protocols in Packet Switched Networks

2.2.6.1 Dynamic Host Configuration Protocol (DHCP)

DHCP (Dynamic Host Configuration Protocol) is a protocol, based on client-server

model, to provide Internet parameters to hosts. These parameters include:
e [P address
e Subnet mask
e Default gateway

e DNS (Domain Name System) servers etc.

Figure 2.2: MPLS (Multi Protocol Label Switching) Local Protection

Figure 2.3: MPLS LSP (Label Switched Path) Protection Switching
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2.2.6.2 Operation

DHCP operates on a connection-less model between client and server. It uses UDP
as the transport layer protocol. UDP port 67 is the server port and UDP port 68 is
used by the client.

DHCP operation is divided into four stages (Figure 2.4) all of which use broadcast-

e Service discovery
e [P configuration offer
e Request to server

e Acknowledgement from server

A) Service Discovery (DHCP Discover)

The hosts (DHCP client) broadcasts packets on the L2 network using the desti-
nation address 255.255.255.255.

An example request is shown in Figure 2.5.

B) IP Configuration Offer (DHCP Offer)

After receiving the discover packet server allocates an IP address for the host
and sends it in the DHCP offer packet. An example packet is given in Figure 2.6.

C) Request to Server (DHCP Request)

This this the hosts response to the DHCP offer message from the server. Figure

2.7 shows an example packet.

Figure 2.4: DHCP (Dynamic Host Configuration Protocol) Operation
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D) Acknowledgement from Server (DHCP Acknowledgement)

This the final stage of dynamic IP configuration process and the host is expected
to configure its interface with the negotiated parameters. Figure 2.8 depicts an
example of DHCP acknowledgement packet.

Due to its versatility, DHCP can be modified for use in distribution of other
types of identifiers than IP address such as GUTI (Globally Unique Temporary ID)
in LTE [23].

2.2.6.3 Address Resolution Protocol (ARP)

The Address Resolution Protocol (ARP) is a protocol used to map logical address
(IP) to physical address (MAC). This is a mandatory protocol as physical addresses
are required for any communication in layer-2. Acquired IP-to-MAC mapping is
then saved in memory for future use [24]. For example: when a host wants to send a
packet to the Internet, it must send the packet to the gateway. The host is configured

with the IP address of the gateway but doesn’t have the gateway hardware address

Figure 2.5: DHCP Discover Message
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which must be obtained by ARP before any further communication can proceed.

2.2.6.4 Packet structure
ARP packets contain the following fields-
1. Hardware type (HTYPE)
This field specifies the network protocol type. Example: Ethernet is 1.

2. Protocol type (PTYPE)

This field specifies the internetwork protocol for which the ARP request is
intended. For IPv4, this has the value 0x0800.

3. Hardware length (HLEN)

Figure 2.6: DHCP Offer Message
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Length (in octets) of a hardware address. (Example: Ethernet addresses size

is 6.)
. Protocol length (PLEN)

Length (in octets) of addresses used in the upper layer protocol. (The upper
layer protocol specified in PTYPE.) (Example: IPv4 address size is 4.)

. Operation

Specifies the operation that the sender is performing: 1 for request, 2 for reply.

. Sender hardware address (SHA)

Media address of the sender.

. Sender protocol address (SPA)

Internetwork address of the sender.

Figure 2.7: DHCP Request Message
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8. Target hardware address (THA)

Media address of the intended receiver. In an ARP request this field is ignored.
In an ARP reply this field is used to indicate the address of the host that

originated the ARP request.

9. Target protocol address (TPA)
Internetwork address of the intended receiver.

ARP protocol parameter values have been standardized and are maintained

by the Internet Assigned Numbers Authority (IANA).

2.2.6.5 Gratuitous ARP (GARP)

Host can send ARP request /reply with the intention of IP address conflict detection.
This is called gratuitous ARP. Gratuitous ARP is of two types-

Figure 2.8: DHCP Acknowledgement Message
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1. Gratuitous ARP request

This is done by the host without any real target machine

2. Gratuitous ARP reply

This is an ARP reply without being requested.

ARP is not a secured protocol and several research works have proposed modi-

fications to secure it [25]-[27].

2.3 Circuit Switching

Circuit switching is a dedicated connection model where nodes experience the net-

work as if they are connected to a physical electrical circuit.

2.3.1 Synchronous Digital Hierarchy (SDH)

Synchronous Optical Networking (SONET) and Synchronous Digital Hierarchy (SDH)
are standardized protocols that transfer multiple digital bit streams synchronously
over optical fiber using lasers or highly coherent light from light-emitting diodes
(LEDs). At low transmission rates data can also be transferred via an electrical
interface. The method was developed to replace the plesiochronous digital hierar-
chy (PDH) system for transporting large amounts of telephone calls and data traffic

over the same fiber without synchronization problems.

2.3.2 Plesiochronous Digital Hierarchy (PDH)

The plesiochronous digital hierarchy (PDH) is a technology used in telecommunica-
tions networks to transport large quantities of data over digital transport equipment
such as fibre optic and microwave radio systems. The term plesiochronous is de-
rived from Greek plesios, meaning near, and chronos, time, and refers to the fact
that PDH networks run in a state where different parts of the network are nearly,
but not quite perfectly, synchronized.

PDH networks are now mostly replaced by SDH.
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2.3.3 Protocol signaling in Carrier Networks

Understanding of protocol signaling procedure is required to optimize the network
while ensuring successful operation of various nodes that are attached to the trans-
mission network. The protocol signal procedure of LTE has been discussed as the

reference cellular technology.

2.3.3.1 Long Term Evolution (LTE)

In this section the procedures executed by LTE user equipment (UE) and the various
LTE network elements in order to provide the services requested by the UE has been
briefly touched upon.

A) Network Architecture

LTE network architecture is depicted in Figure 2.9.

The functions of the various network elements are:

1. Evolved Node B (eNodeB)

In LTE radio, evolved NodeB is the base station [28]. Radio Resource Man-

agement functions, IP header compression, encryption of user data streams,

Figure 2.9: LTE (Long Term Evolution) Network Architecture
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selection of an MME, routing of user plane data to S-GW, scheduling and

transmission of paging message [29].

2. Mobility Management Entity (MME)

Non-access stratum (NAS) signaling (EPS Mobility Management and Connec-
tion Management) and security, AS security, tracking area list management,
PDN GW and S-GW selection, handovers (intra- and inter-LTE), authentica-

tion, bearer management.

3. Serving Gateway (S-GW)

The local mobility anchor point for inter-eNodeB handover; downlink packet
buffering and initiation of network-triggered service requests, lawful intercep-
tion, accounting on user and QCI (QoS Class Identifier) granularity, UL/DL
(Uplink/Downlink) charging per UE.

4. PDN Gateway (P-GW)

UE IP address allocation, packet filtering and PDN (Packet Data Network)

connectivity, UL and DL service-level charging, gating and rate enforcement.

B) eNodeB to S-GW bearer (S1) Setup
S1 bearer is responsible for transporting packets between an eNodeB and an

S-GW. Setup procedure of S1 bearer is depicted in Figure 2.11.

Figure 2.10: Protocol stack at various LTE network elements
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C) eNodeB to eNodeB (X2) Interface Setup
LTE X2 interface has two functions: load or inference related function and han-

dover related information. X2 interface setup procedure is depicted in Figure 2.12.

Figure 2.11: eNodeB to S-GW bearer (S1) Setup Procedure

Figure 2.12: eNodeB to eNodeB (X2) Interface Setup Procedure
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2.3.4 Carrier Access Network Architecture

GSM, UMTS, LTE cellular Access Network (AN) nodes such as BTS, node-B and
eNodeB connect to each other via transmission links. In order to ensure protection
in an outage, ring topology is usually deployed while some last-mile spur link or
chain may exist where ring formation is not feasible. Some (if not all) of these links
are usually microwave links as they are easier to deploy than laying optical fiber and
sometimes fiber deployment is not feasible at all due to geographical condition such
as hills. Traffic that passes a transmission link can be introduced from an adjacent
AN node (i.e. from air interface of the AN node) or can come from a distant node
through other links. The concept of the traffic introduced in the network from air
interface will be termed as ’local traffic’ throughout this document.

The unique architecture of cellular access network requires particular attention
in protection network protocol design to ensure better performance. In GSM, BTS
traffic lows through intermediate links to BSC using the Abis interface. Thus traffic
from all BTS nodes in a ring will travel toward a common location. Similarly in
UMTS, NodeB traffic will flow towards RNC using [uB interface. Similar scenario is
applicable for LTE. This unique pattern of traffic being destined towards a common
node is explored in this paper.

Figure 2.13 shows a part of access network of a telecommunication operator.
Name of the operator is omitted for anonymity. In this figure Nodel, Node2, Node3,
Node4, Nodeb and Node6 are all AN node locations that are connected to each other
with microwave links to form a ring topology. Nodel is a fiber connected node and
traffic from all other nodes will travel to this node to reach next layer of transmission
(i.e. Aggregation) towards its destination. Here the traffic that is introduced in the
network through the air interface of a node (i.e. Nodel) is termed ‘local traffic’ of
that node. If other nodes outside the ring join the ring at a ring node then sum
of traffic of those nodes is also added to local traffic. In Figure 2.13 Node8 and
NodelO join the ring at Node6.
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Figure 2.13: Part of a telecommunication carrier access network

2.4 Wireless Transmission and Adaptive Modulation in Car-

rier Networks

2.4.1 Microwave Transmission

The links connecting the access network (AN) nodes are responsible for carrying the
traffic arriving from nodes. Microwave communication systems are often deployed
due to their small footprint requirement and simpler deployment process compared
to alternative options such as optical fiber. Moreover, optical fibers may not be
even a feasible option due to embargo on land digging by regulatory bodies. Fur-
thermore, microwave links are immune to disasters and effective in security, such as
the terrorism countermeasures that have recently been gaining importance. Use of

microwave communication is expanding widely all over the world [30].

2.4.2 Adaptive Modulation

Due to increased bandwidth demand of next generation cellular technologies such as
LTE, microwave links are required to support high capacity. Although technologies
such as cross polarization interference cancellation (XPIC) and recent E-band radios
can achieve improved capacity, high capacity in microwave links is still a challenging
target to achieve due to susceptibility of microwave signal to weather condition such
as rain. Adaptive modulation is one powerful technology to address this problem.

Depending on weather condition adaptive modulation can provide high capacity
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Figure 2.14: Varying capacity due to weather condition in Adaptive Modulation
(AM)

during favorable weather whereas still maintaining a reliable connectivity for critical
services during extreme weather period by switching to stronger modulation scheme

at the price of reduced capacity. This is depicted in Figure 2.14.

2.5 Software Defined Networking (SDN)

In SDN, control plane is decoupled from data plane [31]. This allows greater control
of the network through programming as the control plane is programmable while
enabling faster deployment of new services. A software defined network (SDN)

comprises of three main layers:

e Application Layer
e Control Layer

e Data Layer

The application layer consists of applications that communicate with SDN con-
troller(s) to program network behavior as per requirement via the NBI (Northbound
Interface). SDN controllers then translate the network requirement from SDN ap-

plications transfer into the switching devices at data layer via control-data-plane
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Figure 2.15: Reference diagram for Software Defined Network (SDN)

interface (CDPI). Finally, switching devices at the data layer forwards traffic ac-
cording to instructions received from the SDN controller. Figure 2.15 shows a
reference diagram of SDN.

SDN controllers also has the additional role of providing abstract network topol-
ogy information which is consumed by SDN applications as an input to their internal

logic.

2.6 Issues In Carrier Network Transmission

2.6.1 Channel Adaptability

With the development of adaptive modulation (AM) technology (discussed in chap-
ter 2) channel bandwidth in transmission network can vary with time. While AM
brings substantial advantage to transmission network, network protocols are required
to be designed to handle changes in link capacity caused by it (AM).

In TDM technologies such as SONET/SDH/PDH, AM-downshift (bandwidth
degradation) will cause one or more unit of traffic to be dropped depending on the

degraded bandwidth. Since, TDM based transmission technologies work in fixed
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bandwidth units, a small drop in bandwidth may lead to a large amount of traffic
being dropped. For example, an entire STM-1 (155Mbps) may be dropped because
of a bandwidth degradation of 30Mbps. For small capacity links (e.g. 180Mbps) it
may be even impossible to use adaptive modulation in SDH as a bandwidth drop
to 150Mbps will make total outage as STM-1 can’t be accommodated in that link.
In packet switched networks, traffic can be dropped on a per packet basis based on
priority of the traffic by means of Quality of Service (QoS). However, this will cause
traffic loss due to low priority packets being dropped.

Another approach can be - considering AM degradation as a link failure and
re-routing all traffic from the affected link. This approach will require provisioning
adequate capacity in the backup path which is inefficient and defeats the purpose
of AM.

2.6.2 TDM: SONET, SDH & PDH

The main disadvantage of TDM is the lack of flexibility to allow efficient use of
available bandwidth for higher throughput. The drawbacks of TDM technology

include-
1. Low granularity (only fixed sized capacity is possible)
2. Lack of ability to re-use capacity among users
3. Complex configuration requirement of each service

4. Difficult for operation and maintenance (rerouting a link requires massive work

to reroute all traffic that are traveling through that link)

5. Adaptive modulation may lead to large amount of bandwidth loss or complete

outage due to fixed capacity model

Figure 2.16 and Figure 2.17 illustrate possible data rates in SONET and SDH

respectively.

2.6.3 IP/MPLS

IP and MPLS are complex higher layer protocols which require significant resource

overhead. The drawbacks of these higher layer protocols include:



30

. Manual configuration of LSP is difficult. Sub-optimal for multi-point and
multicast services due to MPLS being a point-to-point technology [32].

. LDP adds complexity, requires IGP (i.e. OSPF, ISIS)

. Need complex routing protocol and thus impose resource overhead

. Need more processing time (compared to L.2)

. Need expertise and configuration of each equipment

Figure 2.16: Data rates in Synchronous Optical Networking (SONET)

Figure 2.17: Data rates in Synchronous Digital Hierarchy (SDH)
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6. IGP convergence is slow

7. MPLS FRR Protection can provide protection for only a single node or link

2.6.4 Carrier Ethernet

2.6.4.1 Protection Switching

In order to ensure uninterrupted communication in a telecommunication network,
network level redundancy is deployed. To protect a network from a link failure, traf-
fic is switched to a redundant link on failure of the primary link. This switchover
should be within 50ms from the failure. Spanning Tree Protocol (STP)/Rapid Span-
ning Tree Protocol (RSTP) used in Ethernet networks to support redundant links
can’t guarantee the fast response time required by carrier networks.

With the advent of ITU-T G.8032 Ethernet Ring Protection Switching (ERPS)
protocol, Ethernet is now capable of carrier grade switchover response time.

ERPSv1 (standardized in 2008) didn’t support multi-ring/ladder network which
is now supported by ERPSv2 (standardized in 2010). Later in 2012 ERPSv3 in-
troduced protection recommendation for end-to-end service with support of ITU-T

(G.8031 Linear Protection Switching.

2.6.4.2 Scalability

A single Ethernet network is a layer-2 broadcast domain where a broadcast packet
sent by one host in the network will travel every link and reach every host. All the
hosts in the network have to process the broadcast packet. This limits the number
of nodes that can be integrated in a single Ethernet network because a large number
of hosts will generate an amount of broadcast that can quickly take a network down.

Thus Ethernet technology in itself is not scalable to a large number of nodes
required by networks such as large enterprise, data centers and telecommunication

carriers.

2.6.4.3 Limitation of VLAN based networks

Present Ethernet networks deploy VLANs to keep broadcast within limit. This

approach has several limitations-
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1. VLANS create different layer-2 domains and connectivity between two different

layer-2 domains require additional layer-3 device (i.e. router)

2. Routers or layer-3 switches require handling more layer 3 subnets and IP ad-

dress utilization becomes less [33]

3. Number of VLANSs are limited (only 4096) and thus the number of nodes that
are possible to be connected in a network using VLAN based broadcast control

is limited.
4. VLANs must be configured in every layer-2 devices (switches).

The second limitation is overcome by IEEE 802.1ad provider bridging technique
(commonly known as QinQ). Here, a double tagged frame can support a number of
4096x4096=16777216 VLANs. However, this aggravates the third problem. That

is, a large number of VLANs now have to be configured and maintained.

2.6.5 Software Defined Networking (SDN)

While SDN can provide more control of the network through programmability, it is
not yet a mature solution and many of its components including the north-bound
interface, hign-level programming language, applications and forwarding devices are
still not available [34]. Although SDN controllers are not required to be physically
centralized, there is still a gap between SDN and traditional network architecture in
terms of how fast the control plane can communicate with the data plane. A hybrid
approach which yields time critical protocol operations (e.g. failure recovery, reply
to ARP request etc.) to switching devices may be more viable rather than relying

solely on the SDN controller.

2.6.6 Research works on Scalability of Ethernet

To achieve a floodless layer-2 network, SEATTLE [35] uses a link-state routing to
maintain switch level topology. Although SEATTLE provides end host backward
compatibility, it is not backward compatible with existing Ethernet switches. Port-
Land [36] uses a fabric manager as a central controller to suppress ARP broadcast
in a multi rooted tree topology. The main drawback of this approach is topology

dependency and scalability problem of a single controller. The work in [37] proposes
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a Distributed Registration based Address Resolution Protocol (DRARP) and an
End user enabled Mac-in-MAC (EMiM). This approach requires modification of ex-
isting hardware in end hosts. NetLord [38] uses a push based ARP proxy model but
broadcast still occurs on new virtual machine (VM) boot. Moreover its memory re-
quirement is proportional to number of servers and therefore may lead to scalability
issue as number of servers grow. Torii-HLMAC [39] attempts to improve Port-
Land as a distributed alternative but it is also dependent on a specific topology, fat
tree. Moreover Torii-HLMAC uses a new MAC address, Hierarchical Local MAC
(HLMAC), and tree based forwarding scheme which makes it incompatible with
traditional Ethernet switches. SAL (Smart Address Learning) [40] uses a network
topology where a network devices called edge bridges are used to connect between
network segments and the network core. SAL then only learns address mapping for
tenants that reside inside a network segment. FSDM [41] and SEASDN [42] propose
SDN based ARP proxy. The limitation of SDN based approach [41]-[43] is that, it
suffers from slower failure recovery compared to protection mechanism available for
existing Ethernet technology such as ITU-T G.8032. Moreover, these approaches
are subject to scalability problem of a single controller and communication with the
central controller, located across backbone network, involves a high latency. [44]
introduces Packet Templates, a proposed feature in SDN which allows autonomous
generation of packets by the SDN switches. This ability is then used to improve
ARP packet processing in SDN networks.

2.7 Summary

In this chapter, different transmission technologies used in carrier networks has been
introduced. Carrier networks started with TDM based transmission technologies
like SDH/SONET which are now being replaced with packet switching technolo-
gies. Protocol signaling of LTE has been presented as a reference for optimizations
described in subsequent chapters. Adaptive Modulation, a recent advancement in
wireless transmission technology, also has been introduced in this chapter.

This chapter also presents issues in different transmission technologies. TDM
based technologies suffer from lack of flexibility. IP/MPLS are less efficient in terms

of switching speed due to their complex nature and also their protection switching
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models suffer from high delay and requiring a large number of manual configurations.
In order to a higher efficiency transmission protocols should be designed to handle
channel capacity changes for which none of the present protocols are capable.
The main drawback of Ethernet is its lack of scalability for large number of

nodes.
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Chapter 3

Provisioning Channel Adaptability in Ethernet by
Improving ERPS

3.1 Introduction

Ethernet is a promising technology for telecommunication network applications due
to its cost-effectiveness and simplicity. Recently added features such as QoS, scala-
bility and OAM (operation, administration and management) through standardiza-
tions such as IEEE 802.1Qay, IEEES02.1Q, IEEE802.1ad IEEE 802.1ag has trans-
formed Ethernet into a carrier-grade technology. With the subsequent development
of ITU-T G.8032 recommendation which adds sub-50ms failure recovery capabil-
ity to Ethernet reusing generic standardized functions, Ethernet has finally become
a lucrative replacement for its rival technologies such as SONET/SDH for carrier
network transmission. The prosperity of ERPS comes from its tailored design for
specific technology and it should be upgraded as technology advances to uphold
this success. To improve ERPS, the papers [45], [46] proposed an efficient filtering
database (FDB) flushing procedure. The works in [47], [48] focus on optimal ring hi-
erarchy selection, RPL placement and capacity dimensioning in multi-ring topology.
The research in [49] presents resource planning for the ERPS considering multiple
instances. As cellular technology advances beyond 4G, deployment of access net-
work nodes will be denser and more links with higher capacity will be required to
connect these nodes. Ease of installation and high capacity of microwave links make
them an excellent choice to support this growth.

Adaptive Modulation (AM) is an emerging technology in access network to ad-
dress high capacity requirement of mobile evolution by ensuring reliable transmission

during unfavorable channel condition while providing high capacity when channel
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condition permits. AM has not been considered in the design of ERPS. As adap-
tive modulation can cause link capacity to vary by more than 100% depending on
channel conditions by changing modulation scheme, it needs special consideration
to be supported in ERPS to ensure optimum throughput. No academic research
work has been done to support AM in ERPS to the best of our knowledge. A few
proprietary implementations of solution for bandwidth degradation due to AM for
ERPS have been reported but they need special proprietary subsystem for rerout-
ing traffic instances. Also these technologies lack energy efficient instance rerouting.
Also no previous work is done on performance analysis of ring topology under link
degradation condition of AM to the best of our knowledge.

In this dissertation an enhancement to ITU-T G.8032 protocol and a multiple
instance ERPS ring design principle enabling efficient selection of ERPS instances
to switch from an affected link to ensure overall optimal capacity utilization has
been proposed. Our proposed design ensures energy efficient instance rerouting.
Throughput analysis of a ring network under link bandwidth degradation due to
AM changes has been presented. It is shown that the number of instances diverted
from the affected link significantly impacts network throughput. We also propose a
guideline to simplify calculation of optimum threshold values that are required by

the proposed enhanced protocol.

3.2 Protection switching optimization

To optimize throughput and enable energy efficient traffic rerouting in reduced link
bandwidth condition, caused by adaptive modulation changes, we propose a multi-
instance ring network design in section 3.2.1. ERPS control process logic enhance-
ment is proposed in section 3.2.2. Threshold calculation of values required by the
proposed algorithm is given in section 3.2.3. Finally, throughput analysis in ring

topology subject to bandwidth degradation is presented in section 3.2.4.

3.2.1 ERPS Multi-instance ring design

As discussed in the previous section, multiple ERPS instances can be configured
in an ERPS network where each instance is responsible for protection of a subset

of services. Traffic protection during bandwidth degradation can be performed by
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triggering protection switching of one or more ERPS instances and thus avoiding
the affected link. This will ensure utilization of free capacity of alternative path and
prevent packet loss which would otherwise occur in the bandwidth degraded link.

We design the ring network by creating a separate ERPS instance corresponding
to each ring node. That is, we configure multiple instances in a physical ring to
protect traffic in that physical ring. One instance is created for each node in the
ring. To further explain, in Figure 3.1, a ring of six nodes is shown. We create six
ERPS instances corresponding to these six nodes. Two instances corresponding to
nodes n5 and n6 are shown in Figure 3.1. Instances corresponding to remaining
nodes are not shown for simplicity. In Figure 3.1, the solid (red) line shows traffic
flow for the instance belonging to node n6 and the dashed (blue) line represents
traffic flow for the instance belonging to node n5. Signal degradation in link nl-
n6 may cause packet loss due to reduced bandwidth. To avoid this, our proposed
algorithm will initiate protection switching for ERPS instance nb5.

In a ring or sub-ring with more than one instance, every link carries traffic
belonging to multiple instances unless the link is the common RPL of all of the
instances. In our proposed algorithm, when a link that is carrying multiple instances
is affected by signal degradation, energy efficient choice of instances is made for
being steered away from the affected link. In Figure 3.1 instance n5 is selected from
instances nH and n6 to be steered away from the affected link nl-n6. This saves
energy by avoiding rerouting of instance n6 which would require more transmission
power and processing nodes.

Every instance is configured with two threshold values of bandwidth, one for
each ring port, at every ring node. That is the threshold configuration varies for
every instance in a node. Threshold values for the same instance will be different
on different links. Ring ports at both end of a link are configured with the same
threshold bandwidth for a ring instance. To illustrate this, in Figure 3.1, ERPS
instance n6 will be configured with a threshold value for each ring port of node
n6. Instance n6 will be configured with a different threshold value at node nb5.

Calculation of this threshold is shown in section 3.2.3.
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3.2.2 ERPS Control Process Logic Enhancement

According to existing G.8032 standard protection switching is triggered on detec-
tion of signal failure (SF). We propose to augment the existing ERP standard to
respond to signal degradation (SD) or modulation changes. ERPS control process
is notified of the SD event by microwave transceiver. This notification includes new
link bandwidth. Alternatively microwave transceiver can be periodically polled by
ERPS control process to detect any change in modulation scheme. The exact pro-
cess of detection of modulation scheme is out of scope of this paper and we assume
that ERP control process knows when link bandwidth changes due to adaptive mod-
ulation change. Algorithm 1 is then used by the ERPS control process to decide
protection switching action.

As given in the Algorithm 1, ERPS control process is modified to consider the
configured threshold for the ring port to decide protection switching behavior on
adaptive modulation change (i.e. upshift, downshift). When bandwidth degradation
(AM downshift) occurs, protection switching is initiated if bandwidth falls below
configured threshold. Similarly when bandwidth is restored (AM upshift) to the

configured threshold, protection recovery is initiated.

Figure 3.1: Instance creation per ring node — before (left) and after (right)

protection switching due to signal degradation at link between nl and n6
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Algorithm 1 Protection Switching on Signal Degradation

1: p = ring port where SD is detected

2: b = configured threshold at port p

3: ¢ = new link capacity after AM bandwidth change

4: if ¢ <b and ring port p is forwarding then

5 Block ring port p

6 Initiate protection switching by transmitting R-APS (SF)
7: else if ¢>=Db and ring port p is blocked then

8: Initiate restoration by transmitting R-APS (NR)
9: Unblock ring port p followed by RPL block
10: end if

3.2.3 Calculation of threshold

Protection switching behavior due to adaptive modulation change will depend on
the configured threshold that is used by the proposed algorithm and therefore careful
selection of the threshold values must be ensured during network planning.

As we will show in the next section, maximum throughput is achieved when an
optimum number of instances are switched. If the number of instances for which
protection switching is initiated at a certain scenario is not properly selected then
throughput will not be optimum. In order to achieve maximum throughput we
minimize packet loss at the affected link. The algorithm for threshold bandwidth
calculation per service instance at every node is discussed in the next paragraph.

Let L = Ly, Lo, ... , Ly be the array of all links in the ring. Now we split the
array L into two arrays where links at the left side of RPL and fiber connected node
are stored at array LL = Ly, Lo, ... , Lpp and links at the right side of RPL
and fiber connected node are stored at array Lr = Lgi, Lpo, ... , Lrg. Where N
= P 4 Q is the total number of links in the ring. Here fiber connected node is the
common destination of all traffic as discussed in Chapter 2, section 2.2.3.1. Links
are sorted according to their distance from the fiber connected node. For the i link
from fiber connected node, we define cumulative traffic C;(Ly;) as the cumulative

sum of inbound traffic T;(Lz;) of j upstream ring node from the link.
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C;(L;) = ZTJ‘(LLZ’) (3.1)

Here inbound traffic includes local traffic and traffic from spur nodes. The term
local traffic is defined in Chapter 2, section 2.2.3.1. Now for all instances corre-
sponding to j™ upstream node from i-th link threshold is set at C;(Ly;) for all links
of Ly. Similarly, threshold is calculated for all links of Lg.

3.2.4 Throughput Analysis

Here, we develop an analytical model to estimate throughput in a ring topology.
Although we apply this analysis to verify the effectiveness of our network design
and algorithm for ERPS (Ethernet Ring Protection Switching), this analysis is also
applicable for any other ring protection technology. Here it is assumed that all links
have equal capacity. Also for the sake of simplicity it is considered that aggregation
node nl doesn’t have any local traffic.

Let r1 and r2 be the RPL owner and RPL neighbor nodes respectively as in
Figure 3.2. Thus link rl1-r2 is the RPL (Ring Protection Link). Node nl is the
aggregation node for the ring. That is, node n1 is the common node where all traffic
from all nodes in the ring accumulates. This was discussed in Chapter 2, section

2.2.3.1. As traffic from all nodes will flow towards nl, total traffic at node nl,

n2 nl
T = mm(z L;,C)+ mm(z L;,C) (3.2)
i=rl i=r2

Where L; is the traffic generated by ith node and C is the link capacity. Now
if bandwidth of link d1-d2 is degraded due to adaptive modulation (AM) downshift

Figure 3.2: Illustration for throughput analysis in a ring topology
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(modulation changed to lower efficiency scheme) and if the degraded bandwidth of
link d1-d2 is Cy142 then throughput,

n2 dl nl
T = mm(z L;,C)+ mm(z L;, Caia2) + mm(z L;,C — Ciey) (3.3)
i=rl =72 i=d2
Where,
d1
Cdeg = mm(z L,;, CdldQ) (34)
1=r2

Right hand side of equation ( 3.3) consists of three components. The first and
third component represents traffic passing through unaffected links. The second
component determines traffic through affected link.

Now let the traffic quantity be such that,

dl
Z L; > Cdldz (35)

i=r2

And, let x be the free bandwidth in the link n1-n2,

n2
v = Ching —min(Y_ L;, C) (3.6)
i=rl

Where, C),1,2 is the bandwidth of the link n1-n2.
We utilize this free capacity in the optimized protocol by initiating protection
switching on some ERPS instances in the affected link.

Resulting throughput will be,

T = min ZLZ,C -+ min ZL x, Ca1a2) + min ZL“C Caeg) +  (3.7)

i=rl i=r2 i=d2

The throughput of the optimized protocol is found from equation ( 3.7) under
the condition of equation ( 3.5) and from equation ( 3.3) when equation ( 3.5) is not
applicable.

Therefore the throughput obtained by the optimized protocol,

{T =min($72,; Li, C) + min(4L 5 Li — @, Caraz) + min(3L 4 Li, C — Caeg) + @, 3{L,5 Li > Cara

T = mm(Z:Z 1 Li, C) + mzn(zl r2 Lis Caia) + min(X:i:d2 L;,C — Cgeg), otherwise
(3.8)
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3.3 Results & Discussion

In this section we present simulation results to evaluate performance of existing
ITU-T G.8032 and our proposed improved protocol. We created a simulation model
of ITU-T G.8032 in OMNET++ simulation platform. The network given in Figure
3.3 was used to perform the simulation.

In Figure 3.3 switches are used to represent ERPS nodes with AM capable
microwave links on ring ports. Traffic is generated by hosts which may represent
co-located cellular access network (AN) node such as BTS, Node-B, eNodeB etc. As
discussed in section 2.2.3.1, traffic will travel towards a common aggregation node to
reach the common destination such as BSC, RNC etc. Here switchyg represents the
aggregation switch. The link switchyg — switchge e is used as a probe to measure
the throughput of the network. The link between switchyz and switchyy is configured
as the ring protection link (RPL).

Figure 3.3: Simulation scenario in OMNET++
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3.3.1 Effect of instance switching

In order to observe the effect of switching instances on overall throughput, threshold
values of instances at the affected link (switchy; — switchyg) are varied and several
simulations were conducted. As instances were switched gradually from the affected
link, overall throughput at the link between switchys — switchge ver Was recorded.
The set of results obtained in the series of simulations is plotted in Figure 3.4.

In Figure 3.4, initially switched instance count is zero and throughput is 37.1Mbps.
This corresponds to behavior of unmodified ITU-T G.8032 where no action is taken
in response to signal degradation (SD). Then switching one instance increases through-
put to 43.8Mbps. Gradually throughput increases up to switching of three instances
and peaks at 52.9Mbps. After this, switching of more instances results in decreased
throughput. Therefore, we can conclude that optimal switching of instances away
from the degraded link can improve overall throughput under signal degradation

scenario.

3.3.2 Throughput comparison

In order to observe effect of adaptive modulation’s bandwidth degradation on through-

put, all the ring links are initially operated at 128QQAM.

Figure 3.4: Effect of instance switching on throughput
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We have considered a TMHz microwave radio frequency (RF) channel bandwidth.
This results in a data rate of 44Mbps (see Appendix A). Then modulation scheme
is degraded to obtain link bandwidth as shown in TABLE 3.1.

As we can see from Figure 3.5, while bandwidth is degraded by AM jumping
to lower order modulation, overall throughput is affected in existing ITU-T G.8032
protocol. The proposed protocol keep the overall throughput unchanged at maxi-
mum until severe degradation to QPSK. At QPSK link bandwidth is degraded to
12Mbps and ITU-T G.8032 throughput degrades to 37.0Mbps whereas the proposed
protocol is able to maintain an approximately 65% higher throughput of 52.6 Mbps

in this condition.

Table 3.1: BANDWIDTH DEGRADATION WITH TIME USED IN OMNET-++
SIMULATION

Time (sec) | Degraded bandwidth (Mbps)

1 29
3 24
5 12

Figure 3.5: Performance comparison (Throughput)
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3.3.3 Packet loss comparison

The throughput degradation shown in the throughput comparison graph (Figure
3.5) is due to packet loss in the affected microwave link (between switchy; and
switchyg). To get a clearer picture of effect of AM bandwidth degradation on packet
loss, the affected link (between switchy; and switchyg) is monitored for lost packets.

This is done by calculating the total inbound traffic at switchy; including local
traffic and traffic from links with switchy; and switchys compared with transmitted
traffic in link between switchy; and switchyg. This gives the packet drop due to
insufficient link bandwidth.

The result is plotted in Figure 3.6. It is to be noted that the same set of events
was used (TABLE 3.1) for the packet loss experiment as the set of events used for
throughput experiment. Other parameters such as packet size were also kept same
for both experiments.

As we can see from Figure 3.6, packet loss is gradually increased in ITU-T
(G.8032 as modulation scheme switched to lower order. On the other hand our
proposed scheme avoids any packet loss until 58 where modulation scheme switched
to extremely low bandwidth. Even during this severe degradation, our proposed

enhancement produces significantly lower packet loss.

Figure 3.6: Performance comparison (Packet loss)
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3.3.4 Comparison of Simulation Result with Analytical Model

We have compared the throughput suggested by mathematical analysis given in
3.2.4 with simulation throughput to verify the accuracy of the mathematical model.
This is given in Figure 3.7. We can see that the simulation throughput matches
the mathematical model’s throughput with a small deviation which is due to packet
header overhead. It is clear that our proposed modification performs better than

the unmodified protocol from both simulation result and mathematical analysis.

(a) Proposed protocol

(b) Existing protocol

Figure 3.7: Comparison of simulation results with analytical model for proposed

modified protocol and existing I'TU-T G.8032 protocol
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3.3.5 Comparison of throughput between optimized and un-optimized

protocol with analytical model

A software has been developed (source code given in Appendix B) in Python using
PyXLL [50] based on the mathematical model developed in section 3.2.4 to support
this work.The software was used to generate graphs to observe how the optimized
protocol will perform in a wide variety of input conditions. A Microsoft Excel add-in
called Daniel’s Excel Toolbox [51] was used to export the graphs. The parameters
used for the series of analysis with software are listed in Table 3.2. The graphs are

given in Figure 3.8 through Figure 3.16.

Table 3.2: SIMULATION PARAMETERS

Parameter Value/Range
Number of nodes 9
Number of links in ring 8

Link capacity 12Mbps-1Gbps

Microwave channel spacing TMHz-56 MHz
Modulation scheme QPSK-256QAM
Node traffic 4.5Mbps-177.7TMbps




(a) Node Traffic = 177.7 Mbps

(b) Node Traffic = 111.1 Mbps

(¢) Node Traffic = 77.7 Mbps

(d) Node Traffic = 44.4 Mbps

Figure 3.8: Throughput comparison (degraded link no: 1, RPL link no: 6, full
capacity: 1Gbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.9: Throughput comparison (degraded link no: 1, RPL link no: 4, full
capacity: 51Mbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.10: Throughput comparison (degraded link no: 1, RPL link no: 4, full
capacity: 44Mbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.11: Throughput comparison (degraded link no: 1, RPL link no: 4, full
capacity: 37Mbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.12: Throughput comparison (degraded link no: 1, RPL link no: 4, full
capacity: 29Mbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.13: Throughput comparison (degraded link no: 3, RPL link no: 6, full
capacity: 51Mbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.14: Throughput comparison (degraded link no: 3, RPL link no: 6, full
capacity: 44Mbps)



(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.15: Throughput between (degraded link no: 3, RPL link no: 6, full
capacity: 37TMbps)
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(a) Node Traffic = 18.1 Mbps

(b) Node Traffic = 11.3 Mbps

(¢) Node Traffic = 7.9 Mbps

(d) Node Traffic = 4.5 Mbps

Figure 3.16: Throughput comparison (degraded link no: 3, RPL link no: 6, full
capacity: 29Mbps)
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3.4 Summary

In this paper, we propose an enhancement of ERPS protocol supporting adaptive
modulation in an ERPS network to improve overall throughput. We present a prin-
ciple for designing multiple instance ring network and show calculation of threshold
values required by the proposed algorithm. In order to evaluate performance of the
proposed algorithm we have designed our own simulation model in OMNET++.
Using our simulation model we have shown that by switching instances from the
degraded link, overall throughput can be improved.

We have also shown that our proposed algorithm always provides better perfor-
mance in terms of throughput and packet loss. It is observed that the proposed
protocol can achieve approximately 65% higher throughput compared to existing
ITU-T G.8032 standard in severe signal degradation condition.

In this paper we have presented simulation results for a single physical ring
network. Performance in physical multiple ring network should be further studied.
Also notification of SD (Signal Degradation) event at microwave transceiver to ERPS

should be investigated in further depth.
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Chapter 4

FCSEA: A FLOODLESS CARRIER-GRADE
SCALABLE ETHERNET ARCHITECTURE

4.1 Introduction

Ethernet is the most widely used and dominant technology for Local Area Network
(LAN). The fast switching speed, cost effectiveness and simplicity of Ethernet makes
it also desirable in other networks areas such as carrier networks. For instance,
Ethernet switching is preferred to routing for high performance of LTE X2-interface
2], [3]. However, a simple Ethernet network is not scalable to serve a large number
of nodes as required in telecommunication carrier networks. This is because of
broadcast traffic caused by protocols like ARP (Address Resolution Protocol) and
DHCP (Dynamic Host Configuration Protocol) running in an Ethernet network for
service and resource discovery.

Currently, protection technologies in carrier Ethernet networks such as Ether-
net Ring Protection Switching (ERPS), employ VLANSs to keep broadcast within
acceptable limit. While this approach requires complex VLAN planning and con-
figuration for every switch, it serves the purpose as a replacement of point to point
TDM technologies (e.g. SDH). But, in next generation networks, such as LTE,
where nodes require connectivity with their peers, VLAN based segmentation will
prohibit nodes under one VLAN to communicate with their neighbors in a different
VLAN. FCSEA can operate in carrier networks to replace complex VLAN based
scalability solutions while providing unrestricted peer to peer connectivity.

This work evolves from EtherProxy [12], a device for large enterprise networks
that uses caching to suppress broadcast traffic. The distinct contributions of this

paper are as below,
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1. A proactive learning and prioritized cache retention policy to prevent initial

flooding of entire network.
2. Carrier grade protection switching support.

3. Simulation and analysis of EtherProxy, SDN based ARP proxy and current

work to evaluate broadcast suppression capability and query response time.

4.2 The Design of FCSEA

The FCSEA partitions a network into segments to protect a segment of the network
from broadcast generated by other segments. Each FCSEA segment consists of a
subset of hosts and one or more FCSEA enabled devices. This subset of hosts are
said to be served by the FCSEA for this segment. Figure 4.1 shows an example
topology where hosts H1.1 and H1.2 are served by FCSEA device Ul to form a
segment (Segment 1). The topology in Figure 4.1 requires only one FCSEA enabled
device per segment. This type of topology is unable to protect a network from link
failures. For this reason ring topology is deployed in carrier networks to protect
against link failures. In case of a ring topology, two FCSEA devices will be required
as shown in Figure 4.11.

To briefly summarize, effective positioning of the protocol requires:

1. ability to intercept all traffic towards and from a subset of hosts,

Figure 4.1: An example topology to illustrate the design of FCSEA
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2. multiple devices in case of a ring or mesh topology for a subset of hosts.

4.2.1 Floodless ARP proxy

EtherProxy uses an on demand pull method to learn MAC addresses. This results
in broadcast for the first time request of a target IP. Moreover, if the target host IP
is not live in the network, broadcast will continue to happen. The FCSEA protocol
proactively learns the logical (IP) address to hardware address (MAC) mapping
before a request is made for the first time. Thus FCSEA can serve ARP requests
without ever require flooding the hosts for their reply. If a target IP for an ARP
request coming from outside the segment is not known, FCSEA ARP module drops
the request. As ARP request to unknown target host IP is blocked, the FCSEA
must have knowledge of all legitimate hosts inside the segment it is serving. This is

achieved by proactive learning.

4.2.1.1 Proactive Learning of ARP Cache Entries

ARP cache entries are learned proactively in contrast with reactively broadcasting

the segment on ARP request arrival. Following methods are followed to do this-

e Learning from DHCP assignment
e Learning from gratuitous ARP request/reply

e Learning from host initiated communication

Figure 4.2: Proactive learning modes in FCSEA
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A) Learning from DHCP assignment

FCSEA learns hardware addresses to IP address mapping by intercepting DHCP
address assignments, inspired by [41], [42]. This is done in the ARP module. The
ARP module intercepts DHCP messages and parses them to extract information.
The ARP matches DHCPREQUEST message with respective DHCPACK message.
DHCPREQUEST message is matched against CHADDR (Client Hardware Address)
and SIADDR (Server IP Address) of DHCPACK. When a matching exchange of
a DHCPREQUEST message and a subsequent DHCPACK message is found, ARP
module creates an entry in the ARP cache. DHCPACK message is used as the source
of information to build the ARP cache entry. Two fields are required to construct
an ARP cache entry. These are host IP address and host MAC address. Host 1P
address is obtained from YIADDR (Your IP Address) of DHCPACK message and
CHADDR field of DHCPACK message is used to obtain host MAC address.

The algorithm for populating ARP cache from DHCP packets is given in the
flowchart in Figure 4.3.

B) Learning from gratuitous ARP request/reply

FCSEA listens for GARP (gratuitous ARP) request/reply to proactively learn
ARP cache records. From a GARP request/reply SPA (Sender Protocol Address)
and SHA (Sender Hardware Address) fields are extracted. These fields are then used
to build the ARP cache entry. The host IP of the ARP cache entry is obtained from
SPA and the host MAC address is found at SHA field of GARP request /reply.

The logic for learning ARP cache entries from GARP is illustrated in the diagram
in Figure 4.4.

C) Learning from host initiated communication

It is possible that neither DHCP is enabled at the host nor GARP is used. In
this scenario, in absence of DHCP and GARP, FCSEA still need to have knowledge
of host IP and MAC address to serve ARP requests. As FCSEA drops any ARP
request for which target is not known, it has to ensure enrollment of all legitimate
hosts inside its serving segment even in absence of DHCP and GARP mechanisms
of proactive learning. That is a third alternative method of learning ARP cache
entries is required for a reliable proactive learning.

We have identified two possible ways for this third option of proactive learning.
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1. Connectivity test
2. End node initiated connection to core NE

i. Connectivity Test

If DHCP is not used for IP address assignment then it can be assumed that
the host IP address is commissioned manually. This is usually the case in carrier
networks where a new node such as LTE eNodeB is commissioned manually. After
commissioning, a PAT (Pre-Acceptance Test) is performed where to check the con-
nectivity a ping test is performed. This connectivity test usually checks that the
newly integrated node can reach one or more core network nodes. For example, a
newly integrated IP BSC can be tested for reachability of a Media Gateway (MgW)
from the IP BSC. Thus this test will send packets through the FCSEA enabled

Figure 4.3: Proactive ARP cache entry learning from DHCP
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device to its gateway or next hop. Before the new node can send packets, it will
perform an ARP request to learn the hardware address of the gateway or next hop.
FCSEA uses the ARP request generated by this ping test to learn the new host.
Learning A2A mapping from connectivity test is illustrated in Figure 4.5. In
Figure 4.5, a new node (BSC) Bl is integrated in the network at switch S1. FCSEA
switch U doesn’t have any knowledge of B1 at this point. Let us consider that, DHCP

is not enabled at B1 and it is not configured not to generate any gratuitous ARP

Figure 4.4: Learning ARP cache table from gratuitous ARP

Figure 4.5: Connectivity test of a new node (BSC) with a core network NE (Media
Gateway) after network integration during PAT
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request /reply. Bl is configured its IP address manually. After the configuration, it
issues a ping command with the IP address of M1 to test its connectivity. This ping

command will lead to the following steps:
1. B1 will generate ARP request to find MAC address of its gateway C1.
2. U will receive the request from B1 with destination MAC broadcast address.

3. U will learn B1’s A2A mapping from the ARP request and forward the L2
frame with C1’s MAC as destination.

4. B1 will send ping request (SNMP) packet to M1 with layer-2 frame destination
address of C1.

5. Ping request packet will be routed through core network to M1.

6. M1 will reply to the ping request.

7. M1’s reply reach router C1.

8. C1 forwards the reply to Bl in layer-2 frame with destination MAC of B1.

9. B1 receives the reply and this is shown in the terminal to confirm the connec-

tivity.

In step 3 above, FCSEA switch U learns the MAC to IP mapping of B1 and updates
its ARP cache. Thus FCSEA learns A2A mapping in absence of DHCP and GARP.

ii. End node initiated connection to core NE

This option explores the role of a network element in the network to register it in
the FCSEA ARP cache. Access Network devices need to establish bearer interface
with core NEs. For example in LTE, eNodeB will establish S1 interface with MME
(Mobility Management Entity) and SGW (Serving Gateway). This is done as a part
of NAS (Non-Access-Stratum) attach procedure of UE (User Equipment) which is
required for IP connectivity of the UE in the PDN (Packet Data Network). To
establish S1 interface with MME, eNodeB will send a S1 SETUP REQUEST to
MME [S1 Setup Procedure]. We utilize this signaling procedure to enroll the host
(e.g. eNodeB) in ARP cache by intercepting the communication between the host
(e.g. eNodeB) and the core network server (e.g. MME/SGW).
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Figure 4.6 shows protocol signalling procedure to setup LTE S1 interface between
eNodeB and MME where FCSEA enabled device intercepts the communication.

A network topology is illustrated in Figure 4.7 to show packet traveling path
for establishment of LTE S1 interface between eNodeB and core network (MME).
The FCSEA enabled device will intercept this communication (Ethernet header) to
learn about the eNodeB.

In Figure 4.7 a new node (eNodeB E1) is added to the access ring (segment) and
FCSEA device Ul is serving this segment. This can be new rollout or an eNodeB
coming up in the network after maintenance work. This new eNodeB will now

participate in the following steps:

1. E1 will broadcast connectivity information over radio interface to all UE (User

Equipment) in the cell.
2. UEs can now attach to the network by eNodeB E1.
3. E1 will initiate S1l-interface setup procedure.
4. ARP request will be generated as part of step 3.

5. Ul will register eNodeB E1 from the request in step 4.

4.2.1.2 Priority Cache Retention and Learning

Remembering logical address to hardware address mappings, referred to as A2A

(Address to Address) mappings, is the key to FCSEA protocol operation. FCSEA

Figure 4.6: FCSEA switch learning eNodeB (host) from protocol signaling of LTE

S1 interface setup
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needs the logical-address-to-hardware-address mapping to reply to ARP queries, to
forward broadcast message to unicast destination and to be able to drop a request for
an unknown ARP target. However, as the number of nodes in the network increases,
the number of entries in the ARP cache continues to increase. The resulting memory
requirement to store all the entries in the ARP cache also increases. This rise in
memory size may lead to a cache size that is impractical and eventually may impose
scalability limitation on the number of NEs an FCSEA network can support. We
propose a priority based cache retention and learning strategy to address this issue.
This strategy defines what A2A mappings can be learnt, when these entries can
be learnt and which of the learnt mappings can be overwritten to keep the overall
memory requirement within feasible limit.

A) Classification of A2A Mappings

This work classifies A2A mappings stored as ARP cache entries into two broad
types, each of these types are further classified into two sub-types. This is shown in
Figure 4.8.

1. Internal Mapping

Internal mapping is mapping learned by ARP requests arriving on internal port.
To clarify, in Figure 4.9, the port of Ul toward S1 is the internal port of Ul.

Internal and External ports are illustrated in Figure 4.9-

To further illustrate the concept of internal and external ports or A2A mappings,
ARP Cache of FCSEA enabled switch Ul from Figure 4.9 is shown in Table 4.1.

In Figure 4.9 ports numbered 1 and 2 are internal ports whereas 3 and 4 numbered

Figure 4.7: Utilizing LTE signaling procedure to register an LTE eNodeB in the
ARP cache of FCSEA



Table 4.1: ARP CACHE OF PROPOSED PROXY U1

Entry ID | IP Address | MAC Address | Port | ARP Type | Entry Type
1 H1_IP H1_MAC 1 Request Internal
2 H6_IP H6_MAC 4 Request External
3 H7 1P H7 MAC 4 Response External
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ports are external ports. Entry ID 1 is learnt from ARP request on port 1 which is

an internal port therefore this entry is an “internal request” type. Similarly, Entries

with ID 2 and 3 are learnt on external port number 4. Therefore both are “external”

entries.

1. Fxternal Mapping

External mappings are those learned from ARP requests and replies arriving on

the external port (in Figure 4.9, the port of Ul towards C1).

B) Prioritizing A2A Mappings

Priority cache retention and learning principle processes the A2A Mappings

Figure 4.8: Classification of A2A (Address to Address) Mappings

Figure 4.9: Internal and external ports and A2A mappings
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based on their type. Internal mappings are assigned highest priority and never
overwritten. Whereas, external ARP requests are not learnt if the cache is already
full. LRU replacement policy is implemented similar but unlike EtherProxy, only

on external response mappings (External RESP).

4.2.2 Protection switching consideration

In order to ensure high service availability, topology with redundant links is deployed
in Ethernet carrier networks. A protection switching protocol then ensures a loop
free logical topology. FCSEA devices are designed to ensure flawless protection

switchover in a ring topology.

4.2.2.1 Protection switching in ERPS network

ERPS, as discussed in section 2.2.3, is a protection switching mechanism where
multiple rings interconnect to span the entire network. One ring in ERPS is con-
sidered as the main ring while rest of the rings are called sub-rings. A sub-ring
connects the main ring or other sub-rings at two interconnection nodes. In Fig. 2
C1-C2-C3-C4 is the main ring and C1-S1-S2-S4-S3-C2 is a sub-ring. Every switch
in Fig. 2 is connected to one host, not shown in the figure for simplicity. The host
connected to S1 is called H1 and so on. C1 and C2 are interconnection nodes. In
the terminology of FCSEA, we can consider each sub-ring as a segment and posi-

tion FCSEA devices (Ul and U2 in Fig. 2) at interconnection nodes to separate

Figure 4.10: Prioritization of A2A (Address to Address) Mappings
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a sub-ring from the main ring or to separate one sub-ring from another. Now to
ensure a loop free topology ERPS will block one link in the segment (S2-S4) and
thus create two partitions in the segment. If a link fails in the segment, the blocked
link will be unblocked thus the partitions will change. The segment is now divided
at the failed link instead of the blocked link causing some hosts (H2) to migrate
from one partition to the other partition. We assume that Ul and U2 is replaced by
EtherProxies E1 and E2 respectively. EtherProxy (E2), at this condition, replies to
ARP request by an idle host (H4) querying a migrant host (H2), if corresponding
entry is in a valid status. The likelihood that the A2A mapping for target host is in
a valid cache entry is very high because the DROP_TIMEOUT is a large valie (i.e.
measured in hours). The reason behind EtherProxy E2 (imagined at the position of
U2) replying to ARP request by H4 (connected to S4) is that, the EtherProxy (E2)
learns about the migrant host (H2) from the external interface before link failure.
This causes switches (e.g. S4 and S3) to think that the migrant host (H2 which is
connected with S2) is towards the EtherProxy E2. Future traffic from H4 will be
forwarded towards E2 by S2. But H2 can not be reached in this direction, leading to
packet loss. FCSEA solves this problem by using an additional ARP request which
we call Reflective ARP Request (RAR).

4.2.2.2 Reflective ARP Request (RAR)

In FCSEA, we reflectively issue an ARP request for the original target on the internal

interface and only reply to the original request if the reflective request is not answered

Figure 4.11: ERPS ring topology in normal (left) and failure (right)
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within a timeout period which is configured as Reflective ARP Request Timeout
(RARTout). If there is a reply to the reflective ARP request, then FCSEA drops
the original request.

Figure 4.12 shows a segment with one FCSEA device U and five switches. Host
R is requesting the hardware address of host T in an ARP request. U receives
the ARP request from R at port number 1 (internal interface). Let’s imagine that
the ARP cache entry for host T was learn on the external interface of U and is
concurrent (unused flag not set) and valid. Now U enters RAR process and issues
an ARP request with its own hardware address as source address in the layer-2
frame. U replaces the destination hardware address of the ARP request which is a
broadcast address with the MAC address of T (from cache). T will respond to both
ARP requests (directly received from R and RAR received from U). R will be get
the physical address of T from ARP reply of T as they are in the same segment.
After receiving response to the RAR from T, U will discard the ARP request from
R knowing that T is in the same segment.

The Reflective ARP Request logic is illustrated in the flowchart in Figure 4.13.

The complete algorithm of FCSEA protocol is given in the flow chart of Figure
4.14.

4.2.2.3 Response time

As shown in Figure 4.15, let round-trip delay of each access ring, aggregation ring

and backbone network link be t 00, taca, and tpack respectively. Thus total

Figure 4.12: Traffic flow of Reflective ARP Request by FCSEA.
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delay to cross access ring, Tacc = Y. tacc. Similarly, delay in aggregation ring,
Tacc = D tace and delay in backbone network, Tpacx = Y . tpack. Two neighbors
in a network may be in the same access ring or in different access rings. In the latter
case aggregation network must be traveled. Therefore response time of FCSEA can

be written as,

Trespa = Tace + Tace + Tace = Y Tace + Tace (4.1)

or,

Trespa = Z Z tacc + Z taca (4.2)

For SDN based proxy FSDM, delay of backbone network is included to reach

central controller. Therefore response time of FSDM can be written as,

Figure 4.13: Reflective ARP Request (RAR) algorithm.



72

Trspm = Tacc + Tace + Tacc + Z Tack (4.3)

Trspy = 3 Y tacc+ Y tace+ > tpack (4.4)

Figure 4.14: FCSEA ARP request and response processing logic (includes floodless
ARP proxy, priority based cache retention and protection switching logic).

Figure 4.15: Telecommunication carrier network architecture.
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4.3 Evaluation

In this section we evaluate the effectiveness of the FCSEA protocol using event based
simulation. A simulation software was developed in C to evaluate performance of
the proposed scheme and previous works. Simulation was performed with a request
generation rate of 60 requests per minute while number of source and target hosts

were varied widely (between 30 and 50,000).

4.3.1 Cache hit rate

In this experiment (Figure 4.16 to Figure 4.19) we evaluate cache hit rate over
time to see effectiveness of the system to suppress broadcast traffic. We consider a
successful hit if no host outside the segment from where ARP request is generated,
receive the request. This way a hit is equivalent to a suppressed broadcast. The
number of different hosts a requesting host can seek was varied which gave significant
difference in resulting hit rate.

Results show that, hit rate of EtherProxy is decreased when-

1. Number of hosts increase

2. The number of target host per requesting host increase

FCSEA always have 100% cache hit which suggest a floodless network with

respect to hosts.

4.3.2 Cache size

In this experiment (Figure 4.20), we observe characteristics of the mappings of
different types: Internal, External (RESP) as defined in section 4.2.1.2 to confirm

the priority cache retention and learning principle’s limited memory requirement.

4.3.3 Response Time

This experiment (Figure 4.21) measures the response time, that is, the delay be-
tween generation of an ARP request by a host and receiving the corresponding ARP
reply. Delays shown in analysis in section 4.2.2.3 are individually measured for eight
regions of a telecommunication carrier network. Backbone network delays found for

different regions of the carrier network are listed in Table 4.2. These delays are
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(a) 10 different hosts

(b) 16 different hosts

(c) 28 different hosts

Figure 4.16: Cache hit rate comparison: source hosts = 30, target hosts = 1000
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(a) 10 different hosts

(b) 16 different hosts

(c) 28 different hosts

Figure 4.17: Cache hit rate comparison: source hosts = 30, target hosts = 10000
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(a) 1 different hosts

(b) 28 different hosts

(c) 1000 different hosts

Figure 4.18: Cache hit rate comparison: source hosts = 500, target hosts = 100



7

(a) 1 host

(b) 28 different hosts

(c) 1000 different hosts

Figure 4.19: Cache hit rate comparison: source hosts = 500, target hosts = 50000
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Figure 4.20: Cache size evaluation with 50.5K hosts (500 hosts sending ARP
request for 50K hosts).

Figure 4.21: Response time of FCSEA to reply to ARP requests compared to SDN

based proxy.

used as channel delays in the simulation. As we can see from Figure 4.21, FCSEA
always have a lower delay compared to SDN based proxy FSDM (Floodless Service
Discovery Mechanism). A sudden rise of delay in FSDM is noticed in region 7. This
is because more backbone network links were involved during the simulation in this

region.
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Table 4.2: ROUND-TRIP DELAYS FOUND IN TELECOM BACKBONE
NETWORK

Region | Delay (ms)

1 6.2

9.7

2

3 14.3
4 6.6
) 6.4
6

7

8

3
9.8
7.2

4.3.4 Reflective ARP Delay

In this experiment (Figure 4.22) we assess the delay caused by reflective ARP
mechanism of FCSEA. Eight different experiments were performed by generating
ARP requests between eight different randomly selected pairs of source and target
hosts. Query response time using FCSEA and without using FCSEA is measured
for same pair of hosts. Results show that reflective ARP doesn’t introduce any
significant delay overhead on FCSEA. As we can see in Figure 4.22, query response
time of FCSEA (Reflective ARP) is higher than response time of no proxy in some
experiments and vice versa. This is because when FCSEA device is closer to ARP

source than target, reflective ARP require less time.



Figure 4.22: Performance evaluation of Reflective ARP mechanism.

30



81

4.4 Summary

In this paper, we propose FCSEA, a protocol to scale Ethernet to large carrier net-
works. Our work is based on EtherProxy, a protocol to scale Ethernet by suppressing
broadcast traffic. With the aim to scale Ethernet for carrier network topologies, we
improve EtherProxy in several ways. Firstly, we introduce a floodless proxy mech-
anism to overcome the initial-flooding limitation of EtherProxy. Secondly, we also
employ a priority based caching mechanism to achieve a scalable memory require-
ment. Finally, we add support for redundancy protected networks for high service
availability with a reflective ARP request mechanism. FCSEA is a simple protocol
with limited memory requirement. Therefore it can be implemented as a software
up-gradation on existing Ethernet hardware. It can also be implemented as a stan-
dalone device. Simulation results show that our proposed protocol can effectively
ensure a floodless environment for end nodes. We also show that FCSEA outper-
forms SDN based broadcast suppression protocols due to its fast query response

time.
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Chapter 5

CONCLUSION AND FUTURE WORKS

5.1 Conclusion

In this thesis, two significant improvements on Ethernet is proposed to make it more
efficient and scalable. Firstly, we have introduced the concept of Channel Adaptabil-
ity and proposed an optimization of the ITU-T G.8032 protocol to make Ethernet
adaptable to channel capacity changes. Secondly, we have proposed an Ethernet
architecture that will increase the scalability of Ethernet to meet the requirement
of carrier networks.

In the first improvement, to provision channel adaptability into Ethernet, carrier
network architecture has been inspected. We realize that a major part of carrier
network traffic is hub-and-spoke in nature. This nature of traffic is applied to develop
a multi-instance ERPS ring design principle.

The multi-instance ring design principle developed in this research supports
energy-efficient instance re-routing to achieve channel adaptability with help of the
modification on ERPS protocol.

The ring topology was analyzed and a mathematical model was formulated to
estimate aggregate traffic in a ring network under link blockage (to prevent loop) and
subject to capacity degradation (due to adaptive modulation events). This mathe-
matical model will be equally applicable to ERPS network or any other protection
switching protocol designed for ring topology.

A simulation model was developed for the ERPS protocol in OMNET++4-. The
simulation model was used to observe performance of ring networks under link fail-
ure and bandwidth degradation. The developed simulation model has been then

modified to according to the improvement of ERPS protocol proposed in this re-
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search. We have then used the simulation model for existing and proposed I'TU-T
G.8032 protocol to compare performance in terms criteria including throughput and
packet loss.

In the second improvement, to enhance the scalability existing literature in the
field was reviewed. It was found that in order to increase the scalability of Ethernet
some have proposed complete new layer-2 technology while others have modified
Ethernet in a way that is not compatible with existing Ethernet devices. Some recent
works in this fields suggests use of software defined network (SDN) technology to
address the issue of scalability. This SDN based approach may incur significant delay
in connection establishment. With the objective of leveraging the economies of scale
of existing Ethernet technology and to ensure compatibility with already deployed
traditional devices, we have based our work on a previous research EtherProxy. This
research improves EtherProxy to make it deployable in carrier ring topology. It also
improves EtherProxy in terms of ability to suppress broadcast. Thus our scalability
solution is able to provide carrier grade services while maintaining compatibility
with and leveraging economies of scale of traditional Ethernet technology.

With simulation, mathematical analysis and calculation with real data it is shown
that the proposed protocols effectively increase performance of Ethernet compared

to previous works in the field.

5.2 Future Work

To improve the ERPS protocol, it was assumed that microwave radio channel con-
dition will be available to ERPS processes. The optimum way to inform ERPS
processes of the adaptive modulation change events if to be further investigated.

In this work, focus was given on suppressing broadcast to protect end nodes from
having to process too many requests by thousands of nodes in the network. However,
broadcast will still be generated and will be passed to the network backbone. The
amount of load imposed on the backbone by these broadcasts is to be further studied.
Future research works are required to determine the impact of broadcast that still
persists on the backbone network.

From the simulation results it is observed that performance of the network can be

significantly improved not only by adapting to channel capacity but also to dynamic



84

utilization. This area can be explored to further improve the performance of ring

transmission topologies.
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Appendix A

Microwave Channel Capacity

Link capacities used in the simulation for microwave (MW) links are from the

following table-

Channel Spacing (MHz) | Modulation Scheme | Link Capacity (Mbps)
7 QPSK 12
7 16QAM 24
7 32Q0AM 29
7 64QAM 37
7 128QAM 44
7 256QAM 51
14 QPSK 23
14 16QAM 48
14 32QAM 59
14 64QAM 76
14 128QAM 90
14 256QAM 104
28 QPSK 48
28 16QAM 97
28 32QAM 125
28 64QAM 150
28 128QAM 180
28 256QAM 210
o6 QPSK 97
o6 16QAM 190
o6 32QAM 240
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56 64QAM 310
56 128QAM 360
56 256QAM 420
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Appendix B

Python Code used for Graph Generation from the Mathematical Model:

1 from pyxIl import xl_func

3 #This function performs analysis on a ring topology to determine
overall throughput

1 #It calculates ring throughput based on the proposed optimization on
ITU-T G.8032

5 #Parameters: L=>Traffic added to each link (array), AFFECTED=>Affected
Link , RPL=>Ring Protection Link, C=sLink Capacity at Highest
Modulation Scheme, Cdld2=>Link Capacity of Affected Link After
Signal Degradation

¢ @xl_func(” float [] L, int AFFECTED, int RPL, float C, float Cdld2: float
")

7 def AnalyzedThroughput (L, AFFECTED, RPL, C, Cdl1d2):

8 7?7 if 7z return x, else return y”””

o FINAI=len (L)

10 count=0

11 Cnln2=C

13 traffic_.between _RPL_and_AFFECTED =0.0
1w for i in range (AFFECTED+1,RPL+1):
15 traffic_between RPL_and _ AFFECTED+=L[i —1][0]

17 traffic_between_RPL_and _FINAL=0.0
15 for i in range(RPL+1,FINAL+1):
19 traffic_between_RPL_and _FINAL+=L[i —1][0]

21 traffic_between _RPL_and _FINAL _capped = min(
traffic_between_RPL_and _FINAL ,C)
22 free_capacity _x=C—traffic_between_RPL_and _FINAL_capped



30 #This function performs

traffic_between FIRST and _ AFFECTED=0.0
for i in range (1,AFFECTED+1):
traffic_between _FIRST _and _ AFFECTED+=L[i —1][0]

Cdeg = min(traffic_between RPL_and _AFFECTED, Cd1d2)

Throughput=0

Throughputl=traffic_between RPL_and _FINAL _capped+min (
traffic_between RPL_and _AFFECTED—free_capacity_x ,Cd1d2)+min(
traffic_between _FIRST_and _AFFECTED ,C-Cdeg)+free_capacity_x

Throughput2=min (traffic_between_ RPL_and _FINAL ,C)+min (
traffic_between_ RPL_and _AFFECTED , Cd1d2)+min (
traffic_between FIRST and _AFFECTED ,C-Cdeg)

if traffic_between.RPL_and_ AFFECTED>Cd1d2:
Throughput=Throughputl

else:
Throughput=Throughput?2

return Throughput

overall throughput

10 #It calculates ring throughput for unmodified ITU-T G.8032

11 #Parameters: L=>Traffic added to each link (array),

Link , RPL=>Ring Protection Link, C=>Link Capacity at Highest

Modulation Scheme, Cdld2=>Link Capacity of Affected Link After

Signal Degradation

@xl1_func (” float [] L, int AFFECTED, int RPL, float C, float Cdld2:

")

def AnalyzedThroughputUnoptimized (L, AFFECTED, RPL, C, Cd1d2):

39999

if z return x, else return y”””
FINAIL=len (L)
count=0

Cnln2=C
traffic_.between_ RPL_and _ AFFECTED=0.0
for i in range (AFFECTED+1,RPL+1):

traffic_between_ RPL_and _AFFECTED+=L[i —1][0]

traffic_between_RPL_and _FINAL=0.0

analysis on a ring topology to determine
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AFFECTED=>A ffected

float
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for i in range(RPL+1,FINAL+1):
traffic_between_RPL_and _FINAL+=L[i —1][0]

traffic_between FIRST _and AFFECTED=0.0
for i in range(1,AFFECTED+1):
traffic_between_FIRST _and _AFFECTED+=L[i —1][0]

Cdeg = min(traffic_between RPL_and _AFFECTED, Cd1d2)

ThroughputUnoptimized=min (traffic_between_ RPL_and_FINAL ,C)+min (
traffic_between_ RPL_and _AFFECTED , Cd1d2)+min (
traffic_between FIRST and _AFFECTED ,C-Cdeg)

return ThroughputUnoptimized

functions for parameter details
@x]1_func (” float [] L, int AFFECTED, int RPL, float C, float Cdld2:
string”)
def AnalyzedThroughputX (L, AFFECTED, RPL, C, Cd1d2):
"?79f z return x, else return y”””
FINAL=len (L)
count=0

Cnln2=C

traffic_between _RPL_and _AFFECTED=0.0
for i in range (AFFECTED+1,RPL+1):
traffic_between_ RPL_and_AFFECTED+=L[i —1][0]

traffic_between_RPL_and_FINAL=0.0
for i in range(RPL+1,FINAL+1):
traffic_between RPL_and _FINAL+=L[i —1][0]

traffic_between _RPL_and _FINAL_capped = min(
traffic_between_RPL_and _FINAL ,C)
free_capacity _x=C—traffic_between_RPL_and_FINAL _capped

traffic_between_FIRST _and _AFFECTED=0.0
for i in range(1,AFFECTED+1):
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traffic_between FIRST and AFFECTED+=L[i —1][0]

Cdeg = min(traffic_between RPL_and _AFFECTED, Cd1d2)

Ret="Result {0},{1}.{2}.{3},{4}.{5},{6}”.format(
traffic_between_RPL_and _FINAL _capped,
traffic_between _RPL_and _ AFFECTED , free_capacity_x , Cdld2,
traffic_between _FIRST _and _AFFECTED , Cdeg,
traffic_between_ RPL_and _FINAL)

# Throughput=traffic_between_ RPL_and _FINAL_capped+min (
traffic_between_ RPL_and _AFFECTED—free_capacity_x ,Cd1d2)+min (
traffic_between _FIRST _and _AFFECTED ,C-Cdeg)+min (
traffic_between RPL_and _FINAL | free_capacity_x)

return Ret
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